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Abstract — 

Everyone these days has at least one social 

media account. Every day, there are more and more 

people who join the world of social media. It causes 

people to illegally swap media files like photos. It's 

unlawful for some individuals to create fictitious 

profiles and then use those profiles to illegally post the 

images of other people. It is unacceptable for anybody 

to post illegal photos online. To solve this problem, we 

suggest developing a mechanism to identify original 

material owners. If someone steals your images for 

scientific purposes and posts them online without your 

knowledge or permission, you can easily track down 

your attacker.. 

 
Keywords — Security, watermarking, and social media 

 
I. INTRODUCTION 

 

Digital watermarking is a method of invisibly labeling data 

such as audio, video, or picture files that can tolerate 

background noise. It is often used to determine who has rights 

to utilize a certain signal. "Watermarking" refers to the practice 

of inserting digital data into an existing signal. Carrier signal 

authenticity and integrity may be confirmed or the signal's 

owners revealed with the use of digitalwatermarks. It is often 

used for authenticating banknotes and tracking out the sources 

of copyright violations. Source tracking is an example of a use 

case for digital watermarking. At each node in the network, a 

digital signal is modified by inserting a watermark. Watermarks 

allow the original distributor to be identified if a copy of the 

work is ever recovered from the wild. If the encoded 

information can be consistently recognized from the marked 

signal after being subjected to any number of transformations, 

then we say that the digital watermark is transformation-robust. 

JPEG compression, rotation, cropping, addictive noise, and 

quantization are all examples of picture degradations that are all 

too common. Time-based adjustments and MPEG compression 

are often included to this list for video footage. In order for a 

digital watermark to be undetectable, the watermarked material 

must be visually indistinguishable from the unwatermarked 

version. 

 
II. LITERATURE SURVEY 

 
First published in 2014, "A Survey of Digital Watermarking 

Techniques and its Applications" provides a comprehensive 

overview of the many watermarking methods now in use, with 

a particular emphasis on picture watermarking. Still, the 

effectiveness of watermarking is evaluated with regards to 

noise that will reduce the image's quality. The work has briefly 

discussed the technologies on watermarking their pros and 

cons, but the DCT, DWT, and DFT methods are still there to 

discuss in much more detail, as they can provide more security 

to the images, in the second paper "Digital watermarking 

techniques for Security application" in 2016.Due to space 

constraints, not enough technical details are covered in the 2014 

paper "Different watermarking techniques and its Application: 

A review." This paper provides a review of some influential 

work in the area of digital watermarking technique and the 

main contribution to this field, including categories of digital 

watermarking.In 2012's "Social Network Content Management 

through Watermarking" article, researchers will detail how to 

implement a foolproof system for protecting users' anonymity 

while yet allowing them to share information freely. There still 

seems to be an issue with the suggested approach about who 

has 'owned' the item initially. 

 
III. EXISTING SYSTEM 

Unlike newer systems, conventional methods 

cannot immediately reveal who submitted a photo with 

a watermark to a social networking platform. To do this, 

he or she will need to physically gather information and 

visit labs in an effort to figure out who submitted the 

photo in question. 

Proposed System 

Dual watermarking is used in the suggested system. Users 

should still utilize the reporting feature if they encounter issues 

that need human intervention, such as when someone snaps a 

photograph of another user without their permission, when the 

photo is objectionable, or when the user is abusing the service. 

 

Fig No.1: System Architecture 

 

 
This can be considered as a kind of a 

signature that shows and reals the owner of 

the photo shared on social media. Our 

proposed system is used for copyright 
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protection, content authentication, tamper 

detection. 

Three main requirements are : 

1. Transparency 

2. Robustness 

3. Capacity 

 
Algorithm for watermark embedding 

For each pixel in base, Watermark and watermarked 

image : 

1. Set n least significant bits to zero for base image. 

2. Shift right by 8-n bits for watermark. 

3. Add values from base and watermark for the watermarked 

image. 

 
Algorithm for Watermark Extraction 

For each pixel in watermarked image and extracted 

image : 

1. Shift left by 8 n bits for watermarked image. 

2. Set to the shifted values of watermarked image for 

extracted image. 

 
A. Objectives and Scope 

Metadata may be used to verify the source and legitimacy of a 

media file. Date and time, smartphone model, storage location, 

filename, and file size are all examples of metadata. The 

production process varies from company to company. Most of 

the photos we see on social media are posted by individuals we 

know and care about. With this information, you can track 

down who illegally shared your photo or image. That's why we 

choose this metadata. For this reason, we recommend tracking 

out the original photographer. 

 
IV. CONCLUSION 

This system proposes that the original owner of 

the multimedia will be able to detect who had shared or 

uploaded his/her personal picture in social media 

without his permission, by usages of metadata 

embedded into images before uploaded on social media 

. 

Conclusively, our proposed system can be able to 

better secure ownership and decrease 

unauthorized sharing of images. 
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